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1
Decision/action requested

It is proposed to make references correction. SA3 is kindly requested to approve this contribution.
2
References

[1]
3GPP TS 33.866, v0.2.0
3
Rationale
This contribution proposes to make references correction.
4
Detailed proposal
*** START of FIRST CHANGE ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 23.700-91: "Study on enablers for network automation for the 5G System (5GS);Phase 2".

[2]
3GPP TS 33.867: "Study on user consent for 3GPP services".

[3]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[4]
3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services ".

[5]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[6]
Draft NISTIR 8269: A Taxonomy and Terminology of Adversarial Machine Learning; https://doi.org/10.6028/NIST.IR.8269-draft
[7]

ETSI SAI: AI Threat Ontology: https://docbox.etsi.org/ISG/SAI/70-DRAFT/001/SAI-001v008.docx
[x]
3GPP TR 28.809: "Study on enhancement of management data analytics".
********START of SECOND CHANGE********
4
Overview of eNA
Editor’s Note: This clause will contain a brief overview on eNA based on SA2’s study (TR 23.700-91), including architectural assumptions, etc.
3GPP TS 23.288 [4] provides the Stage 2 architecture enhancements for 5G System (5GS) to support network data analytics services in 5G Core network, which forms the baseline for the present study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS).
The Network Data Analytics Function (NWDAF) as specified in 3GPP TS 23.501 [5] interacts with different entities within 5GS for data collection based on subscription to events, retrieval of information from data repositories, retrieval of information about NFs (e.g. from NRF for NF-related information) and on demand provision of analytics to consumers. The NWDAF provides analytics to 5GC NFs and OAM. Analytics information are either statistical information of the past events, or predictive information.
3GPP TR 23.700-91 [1] is an architectural study on enhancements for analytics and NWDAF, for which any security impact will be documented in the present document. This is in particular security impact for UE data collection protection, detection of cyber-attacks and anomaly events supported by NWDAF and its related functions, on protection of data transferring in the inter-NWDAF/NWDAF instances.
********START of THIRD CHANGE********
6.1
5.1.2
Key Issue #1.2: Processing of tampered data 

5.1.2.1
Key issue details 

5GS is using ML to an increasing extend. NWDAF (TS 23.288[4]) in 5GC and MDAS (TR 28.809[x]) on OAM are two centralized frameworks currently responsible for ML-based analytics, e.g. abnormal behavior analytics. Furthermore, AI/ML is decentralized used in several use cases, such as efficiency optimization in RAN. Furthermore, a new data collection framework DCCF (clause 6.9, TR 23.700-91[1]) is proposed for Rel-17.

Network data analytics is including the following steps:

· Request of analytics by consumer

· Collection of data by analytics function

· Processing of collected data by analytics function

· Reply analytics output to consumer by analytics function

While 3GPP provides sound security on network level, the data used by AI/ML is not being subject to security controls. This key issue seeks solutions countering a number of attacks against a 5GS involving tampered data.
********START of Fourth CHANGE********
5.2.1.1
Key issue details 
NWDAF has been defined to offer automatic network analytics and alarming, with possible capabilities of artificial intelligence and machine learning to help proactively manage the 5G network. 3GPP TR 23.700-91[1] has identified the use case of NWDAF detecting cyber-attacks by monitoring events and data packets in the UE and the network, with support of machine-learning algorithms. To achieve cyber-attacks detection, the NWDAF can collaborate with UE and any other NFs to collect related data as inputs, afterwards providing alerts of anomaly events as outputs to OAM and other NFs which have subscribed to them so that they could take proper actions.
This key issue describes what kind of cyber-attacks can be detected by NWDAF. In order to mitigate the identified cyber attacks, the data/parameters collected by NWDAF need to be studied.
The specific cyber attacks for which an analytics function may provide detection support include but are not limited to the following examples:
(1) MitM attacks on the radio interface: MitM attacks or fraudent relay nodes may modify or change messages between the UE and the RAN, resulting in failures of higher layer protocols such as NAS or the primary authentication. The NWDAF may detect MitM attacks.
(2) DoS attacks: 5G has high performance requirements for system capacity and data rate, improved capacity and higher data rate may lead to much higher processing capability cost for network entities, which may make some network entities (e.g. RAN, Core Network Entities) to suffer from DDoS attack. The NWDAF may also enable the detection of DDoS attacks.
*** END of CHANGES ***
